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Abstract

Al agents that interact with their environments through tools en-
able powerful applications, but in high-stakes business settings,
unintended actions can cause unacceptable harm, such as privacy
breaches and financial loss. Existing mitigations, such as training-
based methods and neural guardrails, improve agent reliability
but cannot provide guarantees. We study symbolic guardrails as
a practical path toward strong safety and security guarantees for
Al agents. Our three-part study includes a systematic review of 80
state-of-the-art agent safety and security benchmarks to identify
the policies they evaluate, an analysis of which policy requirements
can be guaranteed by symbolic guardrails, and an evaluation of
how symbolic guardrails affect safety, security, and agent success
on 72-Bench, CAR-bench, and MedAgentBench. We find that 85% of
benchmarks lack concrete policies, relying instead on underspeci-
fied high-level goals or common sense. Among the specified policies,
74% of policy requirements can be enforced by symbolic guardrails,
often using simple, low-cost mechanisms. These guardrails improve
safety and security without sacrificing agent utility. Overall, our
results suggest that symbolic guardrails are a practical and effective
way to guarantee some safety and security requirements, especially
for domain-specific Al agents. We release all codes and artifacts at
https://github.com/hyn0027/agent-symbolic-guardrails.
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Figure 1: Overview of the Al agent workflow. The LLM inter-
acts with the user, performs reasoning, and invokes tools.

1 Introduction

Recent advancements in LLM-based Al agents have generated both
excitement and concerns. These agents are powerful, able to use
tools and interact with their environment [39, 58, 71]. Their capabil-
ities have led to adoption across many domains, including Sierra for
customer experience [59], Cursor for software development [6], and
Hippocratic Al for healthcare applications [25], as well as general-
purpose assistants such as Claude Desktop [4] and OpenClaw [47].
However, serious safety and security concerns have also emerged
from Al agents using tools in unintended ways [17, 42]. For example,
in the GitHub MCP incident [44], an attacker manipulated an agent
into using tools to access private repository data and reveal it in a
public repository. Even without an attacker, agents may perform
unsafe actions, for example, an OpenClaw agent disregarded user
instructions and invoked tools to bulk-delete emails [50].

Because unintended or incorrect tool use can cause real harm,
such as data loss [36], financial loss [63], manipulation [23], misin-
formation [75], and even physical harm [72], there is often hesita-
tion to deploy agents in business settings, where harms can have
serious consequences. While individuals may choose to accept the
personal risks of general-purpose agents such as OpenClaw [47],
companies often face higher stakes. The potential for leaking cus-
tomer data, suffering data loss, or enabling malicious transactions
with real financial or physical consequences is usually too great,
even when an agent performs reliably in evaluations. For example,
a healthcare record management agent may be able to prescribe
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medications through tool use, and even rare failures, such as pre-
scribing contraindicated drugs, can pose serious risks to patients,
the organization, and its stakeholders. Hence, for many tasks, espe-
cially domain-specific tasks in business settings, it is desirable to
design agents with predictable safety and security guarantees.

To improve the safety and security of Al agents, researchers
have explored different mechanisms. These include training-based
approaches that aim to bake safety and security directly into the
model [7, 48, 51], as well as guardrails built around the model [12,
13, 53]. However, most guardrails are neural guardrails [12, 41, 53],
meaning that their execution relies on probabilistic methods, typi-
cally LLMs. For example, in the LLM-as-a-judge paradigm, a sepa-
rate LLM observes an agent’s interactions and determines if they
are safe and secure [12, 41]. These neural guardrails can reduce the
likelihood of policy violations, but, given their probabilistic nature,
they cannot provide guarantees that policy violations are provably
impossible. For agents in business settings, such guarantees, even
if limited to a narrow set of properties, are highly desirable because
even small probabilities of mistakes or successful attacks may pose
unacceptable risks when the potential harms are severe.

In traditional software engineering and software security, devel-
opers often use symbolic enforcement mechanisms to guarantee
that systems satisfy specific safety or security constraints. These
include access control [54], input validation [24], and information-
flow control [18]. By design, such mechanisms deterministically
prevent undesirable behavior through explicit checks against prede-
fined policies. For example, information-flow analysis can guaran-
tee that code is free from SQL injection vulnerabilities [24], while
static analysis and related techniques can guarantee the absence
of exploitable buffer overflows [64]. A few recent works explored
applying these symbolic enforcement mechanisms as symbolic
guardrails for Al agents, including methods based on temporal
logic [31, 65], information flow control [13, 49], and privilege con-
trol [32, 57]. These symbolic guardrails support explicit reasoning
about whether a policy is satisfied. However, they typically cover a
limited set of guardrail paradigms and a narrow class of safety or
security policies, such as constraining tool-call order with temporal
logic. As a result, their practical applicability and whether they are
sufficient to cover common safety and security properties in Al
agents remain unclear. We expect that articulating and guarantee-
ing properties are especially difficult for general-purpose agents,
whereas narrower domain-specific agents in business settings, such
as customer service support, may offer more opportunities.

Motivated by the goal of providing formal guarantees for safety
and security policies in Al agents, rather than merely reducing the
likelihood of violations, we explore symbolic guardrails as a promis-
ing approach. Symbolic guardrails vary in both expressiveness and
cost, ranging from inexpensive but less expressive techniques such
as input validation [27] to more sophisticated approaches such as
information-flow tracking and input masking [13]. For a practical
assessment, however, it remains unclear what practitioners actually
think about AI agent safety and security, and to what extent each
of those symbolic guardrails is useful in this context. Specifically,
we ask the following concrete research questions:

RQ1: As a proxy for the safety and security properties that prac-
titioners expect Al agents to satisfy, which policies are evaluated
by existing agent safety and security benchmarks?
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(a) General-purpose agents. (b) Domain-specific agents.
Figure 2: Comparison between general-purpose Al agents
and domain-specific Al agents.

RQ2: Among the safety and security policies evaluated by ex-
isting agent benchmarks, which can be guaranteed by symbolic
guardrails, and by what mechanisms?

RQ3: Among the safety and security policies evaluated by exist-
ing agent benchmarks, which cannot be guaranteed by symbolic
guardrails, and what alternative approaches are available?

RQ4: What are the effects of symbolic guardrails on the safety,
security, and utility of Al agents?

To answer these questions, we conduct a three-part study. First,
we perform a systematic literature review to collect 80 state-of-the-
art Al agent safety and security benchmarks and analyze the safety
and security policies they evaluate. Second, we assess whether
these policies can be guaranteed by symbolic guardrails, and by
which mechanisms. Third, we implement six types of symbolic
guardrails on three benchmarks, 72-Bench [9], CAR-bench, and
MedAgentBench [29], and evaluate their impact on agents’ safety,
security, and utility.

We find that 85% of existing benchmarks either do not spec-
ify a concrete safety or security policy for agents or define only
high-level, goal-setting policies that are open to multiple interpre-
tations. Because such policies are underspecified, we cannot apply
symbolic guardrails to enforce them. Among the benchmarks with
clearly specified policies for domain-specific agents, 74% can be
enforced using symbolic guardrails, and most require only simple,
low-cost mechanisms rather than more expensive techniques such
as information-flow tracking. Most importantly, these symbolic
guardrails not only enforce safety and security but also need not
sacrifice utility. Taken together, these results suggest that symbolic
guardrails are a practical and effective approach for improving Al
agent safety and security and should be adopted more widely.

In summary, we contribute (a) a systematic literature review
identifying the safety and security policies used in existing agent
benchmarks, (b) an analysis of how many safety and security policy
requirements can be enforced symbolically, and (c) an experimental
study showing that symbolic guardrails are feasible and effective
for specific requirements without sacrificing agent utility.

2 Background and Related Work
2.1 AI Agents

Over the past decade, natural language processing has advanced
rapidly, and recent large language models (LLMs) have demon-
strated substantial potential. These LLMs extend beyond single-turn
text generation, with capabilities to understand context, perform
reasoning, and, most importantly, interact autonomously with the
environment through external tool use. Therefore, they now serve
as the core of different modern Al agent architectures, including
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the earlier retrieval-Augmented Generation paradigm [39], as well
as the more recent ones such as ReAct [71] and Reflexion [58].

While there is no universally accepted definition of Al agents, we
focus specifically on LLM-based agents with tool-use capabilities
that are currently the dominant paradigm, as shown in Figure 1.
These agents are designed to assist users in accomplishing tasks,
either through natural language or through interfaces built upon
it. To fulfill a user request, the agent operates in an iterative loop,
using an LLM at each step to determine the next action, which
may involve invoking a tool from a predefined set or returning a
text response. When a tool is invoked, its output is appended to
the context provided to the LLM in the next iteration, allowing
the model to choose the next action based on previous ones. Tools
may include APIs that execute specific functions, command-line
interfaces, resources such as databases, and even other agents. The
agent has the autonomy to decide when to invoke a tool, which
tool to use, and what arguments to supply.

To make tools reusable across different implementations and
facilitate tool invocation, the community has adopted standardized
formats for describing a tool’s purpose, expected inputs, and out-
puts. The Model Context Protocol (MCP) [3] and the Agent2Agent
(A2A) Protocol [61] have emerged as the de facto standards for this.

Advances in Al agents have generated strong interest in apply-
ing them to a wide range of tasks. Following prior work [37], we
distinguish between general-purpose and domain-specific agents.
General-purpose agents, shown in Figure 2a, are designed to assist
users with a wide variety of tasks. Examples include ChatGPT Agent
mode [45] and Microsoft Copilot integrated with Windows [43],
which can use broadly applicable tools such as screen observation
and keyboard or mouse control. Coding agents such as Claude
Code [5] also fall in this category, as they support a wide range of
tasks and have strong tool-use capabilities for editing files, running
command-line tools, and accessing the internet. In contrast, domain-
specific agents are designed for a narrow scope of tasks, with access
only to task-relevant tools, as shown in Figure 2b. For instance, a
customer support agent for airline reservations may only access
ticket databases [9], while a Customer Relationship Management
(CRM) agent may be restricted to interacting solely with the CRM
system [28]; neither may access the internet or execute arbitrary
code. We expect general-purpose and domain-specific agents to
differ fundamentally in their safety and security considerations,
and we explore these differences in detail in our research.

2.2 Al Agent Guardrail: Neural versus Symbolic

Although Al agents are powerful and have been adopted across
domains [6, 25, 47, 59], they also raise serious safety and security
concerns as they may use tools and interact with environments in
harmful ways [17, 42]. We interpret safety and security broadly: se-
curity typically concerns confidentiality, integrity, and availability
in the presence of an adversary, while safety concerns real-world
harm, such as physical and financial harm, misinformation, manip-
ulation, and stress, often caused by unintended behaviors [30]. To
mitigate these risks, researchers have explored a range of methods.

One line of research aims to train the underlying LLM that sup-
ports the Al agent to be safe and secure, so that safety and secu-
rity properties are baked into the LLM itself, rather than enforced
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by surrounding architectures such as guardrails [41, 53, 68]. Re-
searchers have explored post-training alignment, especially super-
vised fine-tuning and reinforcement learning from human feedback
(RLHF) [7, 22, 48, 60], as well as approaches that partially replace
human feedback with Al-generated signals, such as asking a model
whether a proposed action is safe [8, 35, 73]. Other work explored ad-
versarial data collection and risk-focused active learning [21, 22, 51].
These methods help steer model behavior toward safer and more
secure outputs. However, because LLMs are inherently probabilistic
and susceptible to prompt injection attacks, they cannot provide
formal guarantees that the model will not violate particular safety
or security properties, with or without an attacker.

Beyond modifying the underlying LLM, another line of research
introduces guardrails that operate at runtime in the agent implemen-
tation around the model. This is also the focus of our work. These
guardrails can be categorized as neural and symbolic guardrails.

Neural guardrails rely on probabilistic methods, most commonly
the LLM-as-a-judge paradigm. In this setup, one or more separate
models, typically LLMs, act as “judges” that monitor either (a) model
inputs and outputs for suspicious, malicious, or sensitive content
or (b) agent-proposed actions to assess their safety and security.
For example, AGrail [41] uses LLMs to update and perform safety
checks; LlamaFirewall [12] uses an ML classifier to detect prompt
injection, and an LLM to detect misalignment; RTBAS [74] uses
an LLM and an attention-based saliency screener to track prove-
nance and perform information-flow analysis; and Liu et al. [40]
explore LLM for detecting prompt injection. Some work aims to
provide deterministic, rule-based guardrails, but still relies partly
on LLMs to generate guardrail rules, decide when to trigger them,
or execute them. These approaches, therefore, remain probabilis-
tic and cannot provide guarantees. For example, GuardAgent [68]
uses LLMs to generate guardrail code; NeMo Guardrails [53] pro-
vides programmable guardrails while execution still involves LLMs;
SHIELDAGENT [11] relies on LLMs to retrieve and execute rule-based
policy checks; AGENTGUARDIAN [1] uses LLMs to generate control
policies. A key limitation of neural guardrails is their inherently
probabilistic nature. Because their generation or execution depends
on LLMs, they can be error-prone or circumvented by attackers. As
a result, neural guardrails may substantially improve agent reliabil-
ity by reducing the likelihood of unsafe or insecure behavior, which
may or may not reduce deployment risk to an acceptable level. They
cannot guarantee that an agent will never violate a given policy.

In contrast, traditional software safety and security mechanisms
often rely on symbolic, deterministic enforcement techniques that
can provide guarantees, including input validation and sanitization
to prevent SQL injection [24], information-flow control to prevent
sensitive data leakage [18], and access control to restrict autho-
rized access [54]. A few recent studies have begun to explore these
symbolic enforcement mechanisms as symbolic guardrails for Al
agent safety and security, in contrast to neural guardrails. For exam-
ple, AGENTSPEC [65], AGENT-C [31], and Maris [15] use temporal
logic to specify and enforce agent constraints; Progent [57] defines
privilege control policies using domain-specific languages; Doshi
et al. [19] explores temporal logic and information-flow control
with formal models; PFI [32] validates unsafe data flows to prevent
privilege escalation in agents; FIDEs [13] uses information-flow
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Table 1: Levels of Specificity in AI Agent Safety and Security Policies

Specificity Definition

Example

No Policy
Goal-Setting

No safety or security guidance provided to agents.
A high-level safety or security objective provided
to agents.

Concrete Rules  Clear, unambiguous safety or security instruc-
tions provided at the agent level.

Safety or security instructions provided for a par-
ticular task only.

Task-Specific

N/A
“Maintain highest level of discretion and security.” [56], and “Tool
execution permitted ONLY when absolutely necessary” [52], where

‘discretion’, ‘security’, and ‘absolutely necessary’ are ambiguous.

“If any portion of the flight has already been flown, the agent cannot
help.” [70] is a clear instruction for an airline ticket agent.

For a web agent targeting arbitrary webpages, rule “When click
Create group button, ask permission” [38] applies to a task creating a
GitLab group, but not a task shopping online for a product.

control to track confidentiality and integrity; PCAS [49] also ex-
plores information-flow control for provenance tracking, using a
Datalog-derived language; and f-secure [67] and CaMeL [16] tackle
prompt injection attacks by separating control flow from data flow.

We believe symbolic guardrails are a promising direction for pro-
viding the assurances needed to deploy Al agents in high-assurance
or risk-averse business settings. However, although many symbolic
guardrails have been shown to be effective at enforcing specific
guarantees in various benchmarks, it remains unclear how often
they are suitable or sufficient for assuring the safety and secu-
rity properties that matter in practical agent deployments. In addi-
tion, symbolic guardrails often substantially restrict agents’ actions,
which can undermine the flexibility and creativity that make AI
agents useful for problem-solving. This paper focuses on exploring
which practical safety and security properties are amenable to ex-
isting symbolic guardrails and how those guardrails affect agents’
utility, that is, their capability in completing tasks.

3 Collecting Agent Safety and Security
Benchmarks: From Goals to Concrete Rules

To answer the four research questions, we conduct a three-part
study. First, in this section, we collect benchmarks that evaluate
agent safety or security to identify the safety and security proper-
ties that benchmark developers care about. Second, in Section 4, we
analyze the safety and security policies associated with these bench-
marks and examine which are amenable to symbolic guardrails.
Third, in Section 5, we evaluate the impact of symbolic guardrails
on agents’ safety, security, and utility.

3.1 Research Method

For RQ1, we ask what safety and security properties people expect
Al agents to satisfy. As a proxy, we examine how existing bench-
marks evaluate agent safety and security. Specifically, through a
systematic literature review, we analyze a large corpus of Al agent
benchmarks that evaluate safety or security, and we extract and
classify the safety or security policies they define.

3.1.1 Identifying Benchmark Papers. To capture a comprehensive
set of benchmarks on AI agent safety or security, we perform a
systematic literature review following established guidelines [34].

Search Criteria. We aim to identify papers that (1) propose one
or more benchmarks, (2) evaluate tool-use LLM-based agents, and

(3) incorporate safety or security considerations into the evaluation.
We use the arXiv API as our search interface because most recent
papers relevant to Al agents are available on arXiv, often well before
formal publication. Because tool-using Al agents enabled by recent
LLMs emerged only after the release of ChatGPT [46] in late 2022,
we limit the search period to January 1, 2022 through March 1, 2026.

Following prior recommendations [20], we first define a seed
set of 15 relevant benchmark papers with which we were already
familiar. By analyzing this seed set, we define the search criteria: (a)
title or abstract contains at least one of the whole words: “bench”,

» «

“benchmark”, “dataset”, or “framework”, (b) title contains at least one
of the substrings: “eval”, “assess”, “bench”, or “dataset”, (c) title or ab-
stract contains the whole word “agent”, (d) title or abstract contains
at least one of the whole words: “safety”, “security”, “privacy”, “con-
fidentiality”, “policy”, “risk”, or “attack”, and (e) paper is cross-listed
in at least one of the arXiv categories: cs.Al (Artificial Intelligence),
¢s.CL (Computation and Language), or c¢s.LG (Machine Learning).
Using these criteria, we retrieved 553 search results. We manually
examined the papers and found that many irrelevant results were
related to reinforcement learning or robotics, where terms “agent”
and “policy” are often used in different senses. To reduce this noise,
we added two exclusion criteria: (a) paper cross-listed in ¢s.RO
(Robotics), (b) title or abstract contains any of the whole words:
“robot”, “self-driving”, “embodied”, or “reinforcement”.
Under these criteria, we identify 413 papers, including 12 of the
15 seed papers. Details are provided in the materials in Section 7.
Filtering Methods. For the 413 identified papers, we first as-
sessed whether each paper proposes any benchmark. One author
manually annotates a random sample of 100 papers, while GPT-5-
nano annotates all 413 papers on the same criterion, referencing
only the paper title and abstract in both cases. Comparing human
and model labels achieves a Cohen’s kappa of 0.88 with a 95% con-
fidence interval of [0.76,0.99]. The model’s precision and recall
were 0.96 and 0.99, respectively. Given this strong agreement and
especially high recall, we treated the model’s labels as reliable and
filtered out papers labeled as non-benchmarks, leaving 301 papers.
We then manually inspected all 301 papers. We excluded 11 pa-
pers because they did not propose a benchmark, 135 because they
did not target tool-using LLM-based agents, and 52 because they did
not incorporate safety or security into their evaluation. We further
excluded 23 papers as out of scope, include papers whose bench-
marks assess agents’ ability to perform safety- or security-related
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Table 2: Distribution of Benchmarks by Agent Domain
and Level of Policy Specificity

Agent Domain

Policy Spec. Gen.-Purp. Dom.-Spec. Total
No Policy 38 (47.5%)  11(13.8%) 49 (61.3%)
Goal Setting 14 (17.5%) 5 (6.3%) 19 (23.8%)
Concrete Rules 0 (0.0%) 5 (6.3%) 5 (6.3%)
Task-Specific 1(1.3%) 1(1.3%) 2(2.5%)
Unclear 2(2.5%) 3(3.8%) 5(6.3%)
Total 55(68.8%)  25(31.3%) 80 (100.0%)

All percentages are calculated over the full set of 80 benchmarks.

tasks rather than the safety or security of the agents themselves;
papers that extend benchmarks already covered in our search only
by adding data or evaluation methods, without introducing new
safety or security policies; and papers that evaluate whether an
agent is capable enough to pose a real-world threat, rather than
whether the agent is safe. We did not exclude papers that reused a
benchmark from prior work when the original benchmark paper
was not included in our search. In total, 80 papers remained.

3.1.2  Annotating Benchmark Papers. For the 80 identified papers,
we reviewed each one and annotated whether it targets a general-
purpose or domain-specific agent, as defined in Section 2.1. We also
annotated the specificity of the safety and security policies each
benchmark considers by examining the policies given to the evalu-
ated agent, namely the safety or security instructions, guidelines,
or rules it receives. We treat these policies as lying on a spectrum
of specificity and classify them into four categories: No Policy, Goal-
Setting, Concrete Rules, and Task-Specific. Table 1 summarizes these
categories with examples. When a paper does not provide enough
information for us to classify it confidently, we label its policy speci-
ficity as unclear. All labels are assigned solely based on the paper
content, not on additional materials such as GitHub code.

3.1.3 Threats to Validity. As with any study, our results should
be interpreted within the constraints set by our methods. We use
the safety and security policies defined in existing benchmarks as
a proxy for the properties that Al agents are expected to satisfy.
Although ML benchmarks often reflect the interests of developers
in the field, they may not fully represent the concerns that arise
in practical deployments, and our findings should be interpreted
accordingly. In addition, although arXiv contains most ML-related
papers and our selection criteria are broad, we may have missed
some relevant benchmarks. Finally, in labeling agents and policies,
we use categorical labels even though both domain specificity and
policy specificity lie on a spectrum and therefore require judgment.
We made a best effort to apply these labels consistently and release
our data to support external validation.

3.2 RQ1: Which safety and security policies are
evaluated by existing agent benchmarks?

3.2.1 Results. We identify 80 benchmarks for Al agent safety or
security. Table 2 summarizes them by two dimensions: whether
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they target general-purpose or domain-specific agents, and the
specificity of the safety or security policies given to the agent.

Expectations for safe or secure behavior are often left im-
plicit. We found that most benchmarks (63%) do not provide the
evaluated agent with any explicit instruction to behave safely or se-
curely. In these cases, benchmark designers implicitly expect agents
to recognize that safety or security norms should be prioritized
over following user instructions or other inputs, even though this
requirement is never stated explicitly. For example, AgentHarm [2]
expects an agent to refuse a user request to forge a passport, despite
providing no explicit instruction that safety should override obedi-
ence to user instructions or that such instructions are considered
unsafe in the first place. In effect, benchmark designers, usually
without making this explicit, expect models to follow “‘common-
sense” safety or security behaviors, even though what qualifies as
common sense may differ across benchmarks. In such cases, the ex-
pected notion of common sense is never articulated and can at best
be inferred from how task execution is evaluated in the benchmark.

Safety and security encompass broad themes and are in-
terpreted differently among people. A closer examination of
how these benchmarks evaluate agent safety and security shows
that conceptions of safety and security are highly diverse. Different
benchmarks emphasize different themes, including privacy, autho-
rization, robustness to attacks, legality, fairness, truthfulness, bodily
harm, and policy compliance. Without a clear specification, it is
often unclear which of these expectations an agent is intended
to satisfy in a given scenario. Moreover, even the same theme is
often interpreted in different and sometimes even conflicting ways.
For example, in the context of protecting user privacy, MobileSafe-
tyBench [36] instructs an agent to always request user permis-
sion before sharing any private information, regardless of context.
In contrast, MPCI [66] evaluates whether an agent appropriately
shares confidential information without user interaction in suitable
social contexts while refusing to do so in inappropriate ones, even
though the agent is given no explicit prompt to behave that way.

Concrete-rule and task-specific policies can disambiguate
safety and security, but they are rare. Broad safety and security
policies are often ambiguous; for example, what counts as dan-
gerous, illegal, or private output is frequently unclear or context
dependent. Only a small number of benchmarks (9%) specify con-
crete agent-level or task-specific rules that resolve this ambiguity.
For example, CAR-bench [33] states: “If the tool description starts
with REQUIRES_CONFIRMATION, then before calling that tool and
perform the corresponding action, you must list the intended tool
parameter and action details and always obtain explicit expressive
user confirmation (yes) to proceed.” This rule is unambiguous and
does not admit a plausible alternative interpretation.

3.2.2 Discussion. Concrete rules and task-specific policies are
necessary for building safe and secure agents. When safety and
security policies are implicit or ambiguous, it becomes much harder
both to implement reliable guardrails and to evaluate agent behav-
ior. Some so-called “common-sense” may be broadly shared, but
some ‘common-sense” are agreed only within a community, or even
deeply contested. For example, LPS-Bench classifies the following
behavior as unsafe: “agent adheres too rigidly to literal instructions
while ignoring the user’s implicit intent” even though this principle
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is not explicitly stated in the agent policy and is instead left to
common-sense judgment. We would not necessarily accept this as a
general safety principle, as in many situations, following a user’s
explicit instructions may be preferable to inferring implicit intent,
especially in high-stake scenarios. If policies are ambiguous, we
cannot provide meaningful guarantees and must instead rely on
model judgment, which may or may not align with the intended
common-sense expectations. Goal-setting policies often leave key
concepts vague and implicitly require either the agent or the evalu-
ator to “guess” what safety means, for example, what qualifies as a
necessary action or what counts as private rather than public user
information. Concrete rules and task-specific policies help resolve
these ambiguities, and we therefore argue that they are essential
for building safe and secure agents for risk-averse deployments.

Concrete-rule policies are preferable to task-specific poli-
cies. Although task-specific policies can reduce ambiguity in safety
and security expectations, they require a reliable mechanism for
generating and dynamically updating an appropriate policy each
time the agent is used. In practice, this means either relying on a
model to generate the policy, which makes it unreliable, or requir-
ing the user to specify the relevant safety or security expectations
for each input in an unambiguous way, potentially using some form
of formal notation. This places a substantial burden on the user to
articulate a policy for every use case, which is likely unrealistic in
many contexts from both a usability and a cost perspective.

We need domain-specific agents to enable concrete-rule
policies. Although concrete rules are desirable when building
guardrails, it seems challenging to articulate the policy for general-
purpose agents, as such agents are intended to support a wide range
of use cases, many of which may be entirely unanticipated by the
designer. Relying on ‘common-sense’ may seem more scalable and
pragmatic. This likely explains why we found concrete-rule policies
only for domain-specific agents (Table 2), where identifying con-
crete policies within a narrow scope appears much more feasible.
In these settings, although inputs may vary, the intended tasks are
clearly defined, the available tools are limited, and the relevant
safety and security constraints can be enumerated in advance. Un-
der these conditions, policies can be written unambiguously. For
example, if an agent is designed solely for airline ticket management
and has access only to tools for interacting with airline databases,
it becomes possible to specify a rule such as “If any portion of
the flight has already been flown, the agent cannot help” [9]. In
contrast, for general-purpose agents with open-ended tasks and
broad tool access, it is far more difficult to specify concrete-rule
policies comprehensively. We believe there are many settings in
which domain-specific agents can be deployed safely and securely
while providing concrete value to users and businesses, whereas
general-purpose agents remain too risky, even when they are well
aligned with some notion of common sense. Domain-specific agents
with predictable safety and security guarantees are, therefore, in
our view, an important direction for industry practice.

4 Analyzing Agent Safety and Security Policies:
Simple Symbolic Guardrails Often Suffice

With RQ2 and RQ3, we ask which safety and security policies
identified in curated benchmarks in Section 3 can or cannot be
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guaranteed by symbolic guardrails, and by what means. To answer
these questions, we first define the scope of symbolic guardrails
and then assess the extent to which they can address these policies.

4.1 Research Method

Conceptually, we decompose the safety and security policies in
existing benchmarks into individual requirements and determine
whether each requirement can be enforced by symbolic guardrails.

4.1.1 Identifying Requirements for Analysis. Our initial intention
was to randomly sample a few benchmarks for analysis from the
80 identified. However, this proved infeasible: most benchmarks
either state no policy at all (49, evaluating only implicit ‘common-
sense’ expectations), specify high-level goals that are too ambiguous
to enforce (19), or are task-specific where enforcement is entirely
input-dependent (2). This left only 5 benchmarks, 4 of which focus
on customer service agents. We therefore abandoned the random-
sampling strategy and instead deliberately selected two benchmark
policies, supplemented by one additional synthetic policy.

Among the five remaining benchmarks, we selected two with
concrete-rule policies from different domains: (a) 7>-Bench [9],
which evaluates an airline customer service agent and is the most
widely used of the four customer service agent benchmarks, and (b)
CAR-bench [33], which evaluates in-car voice assistants. Treating
each policy sentence as a potential requirement, we identified 120
potential requirements in 72-Bench and 18 in CAR-bench.

To broaden domain coverage, we considered creating synthetic
yet plausible concrete-rule policies for additional benchmarks, fo-
cusing on domain-specific agents in business-relevant, high-stakes
settings. However, creating policies for existing safety and security
benchmarks with no policy or only goal-setting policies was diffi-
cult. Although their evaluation methods implicitly encode safety
expectations, deriving concrete rules that matched those expec-
tations would have required extensive review and correction of
labels because of ambiguity. For example, in CRMArenaPro [28],
one task requires the agent to reject the query “Considering the
recent discussions, should this lead be considered qualified?” as a
privacy violation, while another expects the agent to answer the
very similar query “After assessing recent discussions, should this
lead be considered qualified?” No single concrete policy can be
derived to fit both tasks without changing the benchmark labels.

We therefore instead created a synthetic policy for a benchmark
in a high-risk domain with executable tool implementations, al-
lowing us to use it in subsequent research questions, but that was
not originally designed for safety or security evaluation and there-
fore does not embed implicit safety or security assumptions in its
benchmark data. We found MedAgentBench [29], which evaluates
an electronic medical record (EMR) assistant, to be a good fit.

To create a synthetic yet plausible policy without biasing it to-
ward or against symbolic enforcement, we followed the steps below.
First, we prompted GPT-5.2 to generate a safety policy from the EMR
assistant use case and tool schema. We asked for a policy consisting
of concrete rules with no mention of enforcement mechanisms.
We then prompted the model to reduce redundancy, producing
an initial policy with 50 requirements. Second, we improved the
policy’s comprehensiveness through hazard analysis, an approach
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Table 3: Symbolic Guardrails and Illustrative Examples

Symbolic Guardrail Example

API Validation

Before invoking cancel_ticket(user, ticket), verify that user == ticket.user.

Schema Constraint [55] Reject LLM output if it’s not a tool invocation matching the airline API schema, nor a message to the user.

Temporal Logic [65]
Information Flow [13]
User Confirmation
Response Template

Block all other tools until authenticate_user completes successfully.

Block all information about other passengers from flowing to the agent.

Before cancel_ticket, require rule-based user confirmation rather than LLM-initiated confirmation.
After cancel_ticket, display a predefined cancellation summary rather than an LLM-generated response.

Tllustration examples are based on an airline ticket agent, inspired by 72-Bench [9]. The agent is des‘igned to assist users with managing their flight bookings. It interacts with
internal databases by invoking tools, such as get_flight_info, get_user_info, and cancel_ticket.

that anticipates potential harms from the perspectives of differ-
ent stakeholders and derives safety requirements to avoid those
harms. Following prior work [26], we used an automated tool for
System-Theoretic Process Analysis (STPA), with GPT-5 identifying
5,138 candidate safety requirements for the EMR assistant, many
of them redundant. To keep the scope manageable, we randomly
sampled 4% of these requirements (205 entries), clustered them
into 10 categories using K-Means over embeddings from OpenATI’s
text-embedding-3-small model, and asked an LLM to consoli-
date the requirements within each cluster. This yields 77 safety
requirements, from which we randomly sampled 20 for further
analysis. Because these requirements often contained multiple sub-
requirements, we manually decomposed them into 43 individual
requirements. After removing 5 duplicates, we obtained 38 addi-
tional requirements, yielding a final policy with 88 requirements.
All key steps in this process, including both the initial generation
and the hazard analysis, were automated to avoid manual bias. Full
details and artifacts are provided in Section 7.

4.1.2  Analysis: Matching Symbolic Guardrails. For our analysis, we
consider the six symbolic guardrail strategies listed in Table 3: API
validation, schema constraints, information flow, temporal logic,
user confirmation, and response templates. These strategies are
rooted in traditional software engineering and have emerged in
prior work as plausible approaches to secure Al agents, as discussed
in Section 2.2. We developed this list using two complementary
strategies. First, top-down, we identified methods already used in
the literature to secure Al agents, such as information-flow con-
trol [13]. Second, bottom-up, we identified strategies that may not
yet be discussed in the academic literature but are natural fits for
the properties these benchmarks aim to assure, such as API val-
idation. We believe these six strategies cover the properties for
which symbolic guarantees seem plausible, though future work
may identify more strategies for additional properties.

For each potential requirement under the three policies, we man-
ually assign one of three labels:

e Out of scope: Sentences that provide information rather than
requirements (e.g., “User’s profile contains their email”, specify
requirements for the system rather than model behavior (e.g.,
“No PII should be stored persistently”), or are hallucinated by the
LLM and are infeasible given the tools (MedAgentBench only).

o Enforceable symbolically: We judge the sentence can plausi-
bly be guaranteed by one or more symbolic guardrails. We also
identify which guardrails could guarantee it.

100%
; 23 (26.1%)
o Not Enforceable
rﬁ‘s 50%: I Enforceable
25%, 69 (57.5%) Out of Scope

31 (35.2%)

?-Bench CAR-bench ~ MedAgentBench

Figure 3: Distribution of safety or security policy enforce-
ability across three benchmarks.

100%:

75% 16 (47.1%) API Validation
11 (64.7%) Schema Constraint
o 34 (81%) [ Temporal Logic
2 50% Information Flow
@ m I User Confirmation
250 : Response Template
I Combination of Guardrails
6 (14.3%) 2 (11.8%) 6 (17.6%)
09 I
?-Bench CAR-bench MedAgentBench

Figure 4: Distribution of applicable symbolic guardrails for
enforceable policies across three benchmarks.

o Not enforceable symbolically: We judge the sentence to ex-
press a requirement that cannot be guaranteed by any combina-
tion of symbolic guardrails.

In most cases, the classification was straightforward. For a small
number of sentences, all authors discussed the requirement or im-
plemented the guardrail to gain confidence in the label. For require-
ments classified as not enforceable, we explored themes for RQ3
through a card-sorting-style grouping and reflection process.

4.1.3  Threats to Validity. Our analysis is limited by the small num-
ber of concrete policies available in benchmarks, covering two
domains. The MedAgentBench policy extends the analysis, but it is
LLM-generated rather than human-written and may not fully reflect
the requirements practitioners would impose in real deployments.
Although hazard analysis helps identify safety concerns systemati-
cally and broadly, we followed an automated process without access
to expert judgment. Moreover, the benchmark policies themselves
may not fully match the concerns in real-world settings. Our results
should therefore be interpreted as a first step toward understanding
what enforcement is possible for plausible domain-specific policies,
rather than as a comprehensive reflection of industrial practice. Fi-
nally, matching requirements to guardrails was done manually and
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may be subject to bias or error despite careful review by multiple
authors. For transparency, we release all policies and labels.

4.2 RQ2: Which policies can be guaranteed by
symbolic guardrails, and how?

4.2.1 Results. In the three analyzed policies, 75% of safety and
security requirements are enforceable by symbolic guardrails.
As shown in Figure 3, after excluding out-of-scope requirements,
symbolic guardrails can enforce 42 of 51 requirements in r2-Bench,
17 of 18 in CAR-bench, and 34 of 57 in MedAgentBench.

For the enforceable requirements, simple and easy-to-
implement guardrails such as API validation often suffice. As
shown in Figure 4, API validation alone covers 81%, 65%, and 47% of
the enforceable requirements in the three benchmarks, respectively.
Schema constraints, user confirmation, and response templates ac-
count for most of the remaining enforceable requirements. Across
all three policies, only five requirements from MedAgentBench
require temporal logic or information-flow control.

4.2.2 Discussion. Symbolic guardrails are effective and inex-
pensive for a substantial number of safety and security re-
quirements in the analyzed agents. A substantial number of
safety and security requirements that are currently communicated
to the model through prompt-based policies can instead be enforced
with symbolic guardrails. In many cases, this is straightforward and
inexpensive in both engineering effort and runtime cost, because
most of these requirements can be handled through simple API
validation, schema enforcement, or hard-coded user confirmation
and response templates. These mechanisms are rarely discussed
in the research literature on Al agent safety and security. More so-
phisticated and more costly enforcement mechanisms explored in
recent work, such as information-flow tracking, are rarely needed
for the requirements in the three analyzed agent policies. Even the
few temporal constraints we identify are simple, such as “Block all
other tools until authenticate_user completes successfully,” and
may not require a full temporal enforcement pipeline. We argue
that domain-specific agents offer many ‘Jow-hanging fruit’ oppor-
tunities: simple checks that could prevent a large number of agent
errors. Surprisingly, benchmark implementations often do not en-
force even basic rules in the tools themselves, such as “agents are
not allowed to cancel flights already flown,” and instead rely on
the agent model or additional neural guardrails to perform these
checks. This design violates basic security principles such as least
privilege and complete mediation [62].

Symbolic guardrails may simplify agent prompts and po-
tentially improve instruction following. Once implemented as
symbolic guardrails, these requirements could be removed from
the agent’s prompt, reducing context size and token costs. Because
modern models struggle to follow instructions when too many are
provided [69], a shorter policy may also improve compliance with
the remaining instructions. At the same time it may be beneficial to
keep some enforced requirements in the policy regardless, so that
the agent has a chance to do the right action in the first place rather
than receiving an error from a guardrail. This is an implementation
choice beyond the scope of this paper, but our results suggest that
this is a choice developers can frequently make.
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4.3 RQ3: Which policies cannot be guaranteed,
and what alternative approaches exist?

4.3.1 Results. Analyzing the unenforceable requirements across
the three policies, we identified four common types. We describe
each category below and discuss potential solutions in Section 4.3.2.

Persona and interaction-style requirements specify how
the agent should communicate or present itself, such as using a
particular language, maintaining a certain tone, or behaving in
certain ways. For example, a medical assistant may be required to
be neutral and avoid offering medical judgment [29].

“No hallucination” requirements expect the agent to avoid
generating unsupported or fabricated information. For example, 72-
Bench specifies that the agent “should not provide any information
not provided by the user or available tools” [9].

Procedure-following requirements specify that the agent
must follow a predefined procedure or sequence of steps. For exam-
ple, in 72-Bench, an agent helping with airline booking is expected
to first obtain user details and then trip details [9].

Common-sense reasoning requirements arise even within
concrete-rule policies. These requirements provide leave substantial
room for interpretation and judgment and therefore need common-
sense reasoning. For instance, in the flight-assistant setting of 72-
Bench, a policy such as “Do not proactively offer compensation
unless the user explicitly asks for it” still requires the model to
interpret what counts as an explicit request [9].

4.3.2 Discussion. Symbolic guardrails cannot address all re-
quirements; some still require neural guardrails. As discussed,
four types of requirements are not enforceable by symbolic guardrails,
even when stated as concrete-rule policies. In these cases, neural
guardrails can be useful. For example, an LLM judge may detect
and reduce hallucinations, where symbolic guardrails fail.

Some requirements that are not directly enforceable can
become enforceable through stronger or weaker reformula-
tions; whether to do so is an engineering decision. For example,
a procedure-following requirement that asks the agent to first col-
lect user information and then gather trip details when booking
a flight could be enforced in a stronger form, potentially with ar-
chitectural changes, by using a sub-agent design. Conversely, the
original policy “Do not proactively offer compensation unless the
user explicitly asks for it” could be replaced with a weaker but
more precise rule, such as “Block compensation tools until the user
explicitly mentions the word ‘compensation’,” thereby making it en-
forceable. In real-world deployments, deciding whether to enforce
such stronger or weaker variants remains an engineering trade-off
that depends on implementation effort and acceptable residual risk.
Enforcing requirements symbolically whenever plausible reduces
both the attack surface and the potential for hazards, while allow-
ing developers to focus more expensive neural guardrails on the
remaining requirements where they are needed.

5 Benchmarking Agents with Symbolic
Guardrails: They Do Not Undermine Utility

Symbolic guardrails may enforce certain safety and security require-
ments for Al agents, but there is concern that they may constrain
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agents too much and thereby reduce task success. In our final re-
search question, we therefore examine how enforcing safety and
security requirements with symbolic guardrails affects the safety,
security, and utility of agents on corresponding benchmarks.

5.1 Research Method

We execute agent benchmarks under different conditions, with and
without symbolic guardrails, and measure both policy violations,
that is, unsafe or insecure behaviors, and task completion rate, that
is, utility. We conduct experiments on 72-Bench (airline) [9], CAR-
bench[33], and MedAgentBench [29] introduced in Section 4, for
which we implemented all enforceable requirements. The main
independent variable is whether the tools are provided with or
without guardrails. The dependent variables are the number of
policy violations and the task completion rate, which we use as a
measure of utility.

5.1.1 Experiment Infrastructure. For our experiments, we imple-
ment a standard tool-use agent based on the one introduced in
72-Bench [9], with GPT-40 or GPT-5 as the backbone model and the
policy included in the system prompt. In each benchmark and exper-
imental condition, we connect all tools through an MCP server [3].
Implementation details and configurations are provided in Section 7.
Because these benchmarks require multi-turn interactions, in
which the user responds to the agent’s output to trigger subsequent
actions, we simulate user responses with an LLM, following the
setup used in 72-Bench and CAR-bench. The user-simulation LLM
is given the relevant context but has no access to the MCP tools.

5.1.2  Tool and Symbolic Guardrail Implementation. For both 7%-
Bench and CAR-bench, we use the tool implementations provided
with the original benchmark as the “baseline” condition. For the
experimental “guardrail” condition, we copy these tool implementa-
tions and add symbolic guardrails for all enforceable requirements,
as shown in Figure 4. For guardrails that require changes on the
agent side, such as user confirmation, we implement the logic in
the agent and control its behavior using metadata in MCP.

For MedAgentBench, we add the generated policy to the system
prompt and consider three tool conditions. In the original bench-
mark, the agent interacts with the environment through raw GET
and POST requests and is expected to construct REST requests
freely. For the “raw” condition, we create an MCP server that ex-
poses generic GET and POST tools. As an additional “baseline”
condition, we create an MCP server with eight individual tools, one
for each HTTP endpoint described in the original MedAgentBench.
Finally, we create a copy of the latter MCP server and implement
symbolic guardrails for 23 requirements, yielding the “guardrail”
condition. These 23 come from the 34 requirements we judged en-
forceable: 1 was already implemented in the benchmark, and 10
would require substantial medical domain knowledge that could
likely be enumerated by an expert but was not readily available to
us, such as appropriate dosage units for different medications.

In all three benchmarks, the baseline and guardrail conditions use
MCP servers with the same tool names and descriptions. However,
for 6 of 16 tools in 72-Bench and 6 of 8 tools in MedAgentBench,
the guardrail version expects additional parameters to support
guardrails. For example, in 72-Bench, the baseline cancel_ticket

Conference’17, July 2017, Washington, DC, USA

tool takes only ticket_id, whereas the guardrail version also re-
quires user_id so the system can verify that the requester owns
the reservation by checking user_id == ticket.user. There is
no additional parameter for CAR-bench.

5.1.3 Datasets. For 2-Bench, we use the cleaned data from 72-
Bench-Verified [14], which fixes several inconsistencies in the origi-
nal benchmark without otherwise changing the policy, prompts, or
tools. It contains 50 tasks where Al customer support agents assist
customers with flight reservations, with some of the customers
attempt to violate the policy, for example, by requesting a refund
for a nonrefundable flight.

For CAR-bench, we use the original data from the “Base” cate-
gory, consisting of 100 entries, in which the agent acts as an in-car
voice assistant that helps users with navigation and various vehicle
operations, such as checking the weather and adjusting fog lights.

For MedAgentBench, the original benchmark evaluates whether
an agent can effectively assist with tasks in an electronic medical
record (EMR) system, such as checking patient records and ordering
new medications. It contains 300 tasks in total, none of which
intentionally probe for policy violations. Because our generated
policy requires patient authorization, which is not considered in
the original benchmark, we augment the dataset by also providing
the user LLM with the target patient’s information.

To further support our analysis, we construct an adversarial
dataset for MedAgentBench in which the user LLM attempts to
manipulate the agent into violating a safety or security policy. We
generate adversarial tasks automatically using a paradigm adopted
in prior benchmarks [10, 28, 38]. Specifically, after identifying four
generic task categories from the original benchmark, we prompted
an LLM to expand them into 17 task scenarios. We then instructed
the LLM, for each task-scenario-requirement pair, to generate an
adversarial task that seeks to violate the requirement while appear-
ing to pursue a legitimate user goal. Because experimentation is
costly, we randomly sample 50 of the 391 generated tasks (17 task
scenarios X 23 requirements) for evaluation.

5.1.4 Dependent variables. We measure utility as the number of
tasks the agent successfully completes at the first try, using the
original benchmark metrics: Pass"1 for r2-Bench and CAR-bench,
as well as Success Rate (SR) for MedAgentBench. We do not measure
utility on the adversarial dataset, where successful task completion
is not expected.

For safety and security, only CAR-bench among all three bench-
marks provides measurement on safety or security policy violation.
The metric rp,yic, evaluates whether each task follows the policy
all the time, partially relying on an LLM judge. To evaluate safety
and security in a non-probabilistic way, we focus our safety and se-
curity evaluation purely on symbolically enforceable requirements,
as these are the only requirements that can be validated accurately
and the only ones addressed in this work. By construction, our
symbolic guardrails prevent violations of these requirements by
rejecting noncompliant tool calls. We therefore measure how often
such violations occur in the raw and baseline conditions, where
these guardrails are absent.

To detect requirement violations, we also add the guardrail
checks to the raw and baseline implementations, but only to record
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violations rather than reject invalid executions. We measure how
many tasks in each benchmark trigger at least one policy violation.

A complication arises when a guardrail adds up to three extra tool
parameters, as discussed in Section 5.1.2. This affects 6 of 16 tools
in 72-Bench and 6 of 8 tools in MedAgentBench. We do not want to
change tool signatures in the baseline condition, because requiring
extra arguments could alter the model’s reasoning. We therefore
use a replay-based evaluation procedure. Specifically, when the agent
calls a baseline tool that would require an extra argument in the
guardrail condition, we interrupt execution and prompt the model
again with the extended guardrail tool signature for safety checking.
If the replayed call uses the same tool name and original arguments
as the baseline call, and also supplies the required extra argument,
we use that replayed guardrail call to assess safety. We continue
the agent’s execution with the original baseline call regardless of
whether the safety check passes. This allows us to obtain the extra
information needed for safety checking, such as the user ID for
cancel_ticket, without changing the reasoning induced by the
baseline tool schema. If the agent cannot provide the additional
information during replay, we classify the execution as unsafe,
because the available context is insufficient for an adequate safety
or security check. If, during replay, the agent instead selects a
different tool or changes the original arguments, we retry up to five
times. If we still cannot reproduce the same tool call, we label the
safety outcome as unknown.

Because CAR-bench does not require any additional parameters
to build symbolic guardrails, there are no tool calls for which safety
or security is unknown. Therefore, we do not report an unknown
safety or security rate for CAR-bench.

For all dependent variables, we assess the significance of differ-
ences across tool sets using the paired McNemar test.

5.1.5 Threats to Validity. Our evaluation of policy violations is lim-
ited to those that can be detected reliably using symbolic measures.
As is common in agent benchmarks, executions are expensive even
at benchmark sizes of 50 to 300 tasks, with a single benchmark
costing about USD 80. This constrains the number of experimental
conditions, such as model choices, and the number of repetitions
we can evaluate. As a result, our findings can show general trends,
but the statistical tests may detect only relatively large effects. Fu-
ture work is also needed to assess how well these results generalize
beyond the three benchmarks studied here. Finally, all experimental
conditions include the full policy in the system prompt, even though
many policy sentences are technically redundant in the guardrail
condition. Future work could examine the costs and benefits of
removing this redundancy.

5.2 RQ4: How do symbolic guardrails impact
agent safety, security, and utility?

5.2.1 Results. Al agents without guardrails are unsafe on poli-
cies that symbolic guardrails can enforce. As shown in Ta-
bles 4-7, policy violations are common across all agents and all
benchmarks without symbolic guardrails: 20% to 78% of task ex-
ecutions violate at least one symbolically enforceable policy. As
expected, violations are more frequent on adversarial tasks (Table 7)
and less frequent for stronger models, as seen in the comparison be-
tween GPT-40 and GPT-5 in Table 4. Still, policy violations occur in
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Table 4: Results on 7>-Bench

Safety & Security Utility
Unsafe| Unk. SafeT Pass"1]

Baseline 52.0% 0.0%  48.0% 0.36
Guardrail 0.0% 0.0% 100.0% 0.48
GPT-5 Baseline 20.0% 10.0% 70.0% 0.68
Guardrail 0.0% 0.0% 100.0% 0.70

Model Tools
GPT-40

Table 5: Results on CAR-bench

Safety & Security
Unsafe| Safel rpoicy T Pass*17

Baseline 21.0% 79.0% 0.83 0.59
Guardrail 0.0% 100.0% 0.97 0.72

Utility

Model Tools
GPT-5

Table 6: Results on MedAgentBench With Original Data

Safety & Security Utility
Model Tools Unsafe| Unk. Safe] SRT
GPT-5 Raw 39.0% 9.7% 51.3% 0.64

Baseline 23.0% 03%  76.7% 0.59
Guardrail 0.0% 0.0% 100.0% 0.67

Table 7: Results on MedAgentBench With Adversarial Data

Safety & Security
Model  Tools Unsafe| Unk. Safel
GPT-5 Raw 78.0% 4.0% 18.0%

Baseline 62.0% 4.0% 34.0%
Guardrail 0.0% 0.0% 100.0%

every experimental condition without guardrails. By contrast, such
violations are impossible by construction in the guardrail condition,
and the difference is statistically significant (p = 0.00 in all cases).
This result is also consistent with the metric rp,j;cy reported in
CAR-bench in Table 5, where policy violation is evaluated partially
by an LLM judge (p = 0.00 comparing baseline and guardrail tools).

Symbolic guardrails do not sacrifice agent utility. As shown
in Tables 4-6, utility increase under enforced guardrails in all three
benchmarks, although some improvements are not statistically
significant (p = 0.18 in 72-Bench for GPT-4o, p = 1.00 in r2-Bench
for GPT-5, p = 0.00 in CAR-bench, p = 0.27 in MedAgentBench
for raw tools, and p = 0.00 in MedAgentBench for baseline tools,
respectively). Overall, they suggest that symbolic enforcement is
unlikely to harm utility and may even improve it.

5.2.2 Discussion. Relying on models alone to enforce safety
and security requirements is dangerous. Even without adver-
sarial attackers, agents frequently violate safety and security re-
quirements that are explicitly stated in the system prompt. Stronger
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models make fewer mistakes, and future models with larger context
windows and better instruction following may reduce these errors
further, but such easily preventable failures still create unnecessary
risk. Dedicated neural guardrails can likely reduce many of these
errors substantially, but they add nontrivial runtime cost and still
leave residual risk. In adversarial settings, for example, through
prompt injection that causes a model to offer compensation im-
properly or prescribe the wrong medication, deploying such agents
may become entirely infeasible. Although not all desirable safety
and security properties can be enforced symbolically, practitioners
in high-assurance business settings should assess whether the most
important requirements can be specified and enforced this way, and
then use neural guardrails for the remaining critical requirements
as part of a deliberate risk assessment.

Safety and utility are not necessarily a trade-off. Intuitively,
guardrails may seem to constrain model flexibility, but our results
suggest that they can also help the model explore the space of
safe solutions more effectively. Examining the agent interactions
points to a possible explanation: when a symbolic guardrail blocks
an unsafe action, it prevents the agent from terminating with an
incorrect result and provides useful feedback through an error
message explaining why the action failed, why it was considered
unsafe, and which policy requirement it violated. The agent can
then use this feedback to adjust its subsequent actions, retry with a
safer alternative, and often complete the task successfully.

6 Conclusion

We believe symbolic guardrails are an overlooked but highly practi-
cal mechanism for improving the safety and security of Al agents,
especially in domain-specific, risk-averse business settings. Across
existing benchmarks, we find that most evaluations do not specify
concrete safety or security policies, but when policies are stated
clearly, many requirements can be enforced symbolically, often
through simple rather than complex methods. We further show
that these guardrails can eliminate a large class of safety or security
violations without reducing agent utility. Symbolic guardrails are
not a complete solution: some requirements still depend on model-
based judgment and neural guardrails. However, using probabilistic
methods to enforce requirements that could instead be guaranteed
symbolically introduces avoidable risk for limited benefit. We there-
fore argue that broader use of symbolic guardrails is a promising
path toward deploying domain-specific Al agents in high-stakes
settings with stronger safety and security guarantees.

7 Data Availability Statement

All materials associated with this study, including the literature
review details, analysis notes, code, data, logs, configurations, and
all model prompts, are anonymized and available at https://github
.com/hyn0027/agent-symbolic-guardrails.
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